ITAMATKA Ob THOOPMAIIMOHHOU BE3OITACHOCTHA

HEJ/Ib341

1. Bcem nogpsaz coo61iaTh CBOIO YacTHYIO HHpopManuio (Hacrosamue uMs, GamMuinio, TesedoH,
azipec, HOMep IIKOJIbI, a Tak:Ke ¢oTorpaduul CBOU, CBOEN CEMBU U JIpy3ei);

2. OTKpBIBATh BJIOKEHHBIE (DAIIIBI DJIEKTPOHHOU ITOYTHI, KOTZ]A HE 3HAEIIH OTIIPABUTEJISA;

3. I'pybOuts, mpuaupaThes, OKa3bIBaTh JaBJIEHUE - BECTH ce0s1 HEBEKJIMBO U arPeCCUBHO;

4. He pacnopsxarics ieHbraMu TBOEH ceMbH 0e3 pa3pelleHus CTaPIINX - BCET/IA CIIPAIIIBAM
poauTenei;

5. He Berpeuaiics ¢ IHTepHeT-3HAKOMBIMU B PeAIbHOU JKU3HMU - IIOCOBETYICA CO B3POCIIBIM,
KOTOPOMY JIOBEpsI€llb.

OCTOPOXKHO

1. He Bce numnyT npapay. Yuraems o cebe Henpapay B FIHTepHeTe - coo01u 06 3TOM CBOUM
POAUTESIAM WU OIEKYHAM;

2. [TpuriamaroT nepenuchlBaThCs, UTPATh, 0OMEHUBATHCS - IPOBEPD, HET JIX MTO/IBOXA;

3. HezakonHoe konupoBaHue (¢aiyioB B IHTepHETE - BOPOBCTBO;

4. Bcerza pacckasbiBaii B3pOCbIM O IpobyieMax B CETH - OHU BCerja IOMOTYT;

5. Mcriosip3yit HacTpoKu 6€3011aCHOCTU ¥ TPUBATHOCTH, YTOOBI HE IOTEPATH CBOU aKKAYHTHI B
COILICETSAX U IPYTUX MOPTAIAX.

MO>KHO

1. YBaxKkaii Ipyrux moJib30BaTesiei;

2. [Tonpayenibess NHTEpHET-UCTOUHUKOM - JieJlall CChUIKY Ha HETO;

3. OTKpBIBaH TOJIBKO T€ CCHUIKHU, B KOTOPBIX YBEPEH;

4. Ob1aThes 3a MOMOIIBIO B3POCIIBIM - POJIUTEIIH, OTIEKYHBI M Q/IMUHUCTPAIUS CAUTOB BCET/IA
IIOMOTYT;

5. [Ipotizu oOyueHue Ha caiiTe "CeTeBUYOK' U MOJIYYH MACHIOPT IU(PPOBOTO TparkJaHUHA!



ITAMATKA VI YHAIIINXCA
NHPOPMAILIMOHHAA BE3OITIACHOCTD.

C KaXxJIbIM T'0JIOM MOJIO/IEIKU B UHTEPHETE CTAHOBUTHCA OOJIBIIIE, A ITKOJIBHUKU OTHU U3 CAMBIX
aKTUBHBIX ITOJTb30BaTe e Pynera. Mexxay TeM, TOMHMO OTPOMHOTO KOJTUYECTBA BO3MOXKHOCTEH,
WHTEPHET HeCeT U MPo0JieMbl. JTa MaMATKA IOJKHA IOMOYb Tebe Oe30IMacHO HaXOIUTHCA B CETH.
KoMnboTepHbI€ BUPYCHI

KoMIib1oTepHBIA BUPYC - 3TO PA3HOBUHOCTH KOMITBIOTEPHBIX IIPOTPAMM, OTJINYUTETHHON
0COOEHHOCTBIO KOTOPOU ABJISIETCA CIIOCOOHOCTH K PA3MHOKEHHIO. B /lonoIHEHNE K 5TOMY,
BHUPYChI MOTYT IIOBPEIUTD WUJIU ITOJTHOCTHIO YHUUTOKHUTH BCe (PalIbl U JAHHBIE, TIOKOHTPOJIBHBIE
II0JIb30BATEJII0, OT UMEHU KOTOPOTO ObLIa 3alyleHa 3apa’keHHast IporpaMMa, a TakxkKe
TIOBPE/IUTH WU JIayKe YHUUTOKUTH OIEPAI[MOHHYIO CHCTEMY CO BceMH (paiiytaMH B 1iesioM. B
OOJIBIIIMHCTBE CIyYaeB PACIPOCTPAHAIOTCSA BUPYCHI Uepe3 HHTEPHET.

MeTo/1bI 3aIITUTHI OT BPEJOHOCHBIX ITPOTPAMM:

1. Mcrioib3yii COBpeMEHHBIE OTePAIlMOHHbIE CHCTEMbBI, UMEIOIIIE CEPbEe3HBIN YPOBEHD 3aIITUTHI
OT BPEJIOHOCHBIX ITPOTPAMM;

2. [TocTosTHHO ycTaHaBIWBaK MavTH (IIUGPOBBIE 3aIIaTKH, KOTOPbIE ABTOMATUYECKU
YCTaHABJIMBAIOTCS C I€JIBI0 JOPAOOTKH IIPOTPAMMBbI) U APyTrHe 0OHOBJIEHUS CBOEH OIlepaliHOHHON
cucrembl. CKaumBal UX TOJIBKO ¢ opuIiiraabHoro caiita paspaborunka OC. Eciu cyiiecTByer
PEeXUM aBTOMATH4YeCKOT0 0OHOBJIEHUS, BKJIIOUH €T0;

3. Paboraii Ha cBoeM KOMITBIOTEPE I107] ITPaBaMU I10JIb30BATeJIsA, a HE aIMUHUCTPATOPa. ATO HE
MIO3BOJIUT OOJIBIIMHCTBY BPEJIOHOCHBIX ITPOrPAaMM MHCTJLIMPOBATHCA HA TBOEM IEPCOHATIBHOM
KOMIIBIOTEPE;

4. icnoyib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOAYKTHI U3BECTHBIX ITPOU3BOUTENIEN, C
aBTOMAaTHYECKUM OOHOBJIeHHEM 0a3s;

5. OrpaHuYb (PUBUUECKUH TOCTYI K KOMIIBIOTEDY /IS IOCTOPOHHUX JIUII;

6. Mlcionb3yl BHEIITHHE HOCUTEIN UH(MOPMAIINHY, TaKue Kak ¢JIelKa, IUCK Wik dai us
WHTEPHETA, TOJIbKO U3 MMPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpBIBall KOMIIbIOTEpHBIE (DalJIbl, IOJIyYEeHHbIE U3 HEHAJIe3KHBIX UCTOUHUKOB. Jlaxke Te
(aiisibl, KOTOPBIE IPUCIAT TBOM 3HAKOMBIN. Jlyullle yTOUHU y Hero, OTIIPABJIAII JIU OH Tebe UuX.
Cerun WI-FI

Wi-Fi - aT0 He BH/I ITepe/iauu TaHHBIX, HEe TEXHOJIOTHSA, a BCETO JIUIIb OpeH, Mapka. Eme B 1991
TOJly HUIepJIaH/cKasa KoMITaHus 3aperucrpupoBasa opens "WECA", uto 0603Hauano
cinoBocouetanue "Wireless Fidelity", koTopsiii mepeBosiutes kak "6ecripoBoiHas TOUHOCTD' .

Jlo Halrero BpeMeHHU JIoILIa Apyrasi ab0peBraTypa, KOTopas sIBJISIETCS TaKOH JKe TEXHOJIOTHEH.
dto abbpeBuatypa "Wi-Fi". Takoe HazBaHHe ObLIIO JAHO C HAMEKOM Ha CTaHAAPT BBICIIEN
3ByKoBO# TexHuku Hi-Fi, uTo B mepeBozie 03HaUaeT "BhICOKAS TOYHOCTD' .

Jla, 6ecrtaTHBIN UHTEPHET-IOCTYII B Kade, OTeIAX U a39POIOPTAX ABJISETCA OTIUUYHOU
BO3MOKHOCTBIO BBIXO7]a B UHTepHET. HOo MHOTHE AKCIIEPTHI CYUTAIOT, UTO 001emocTynHble Wi-Fi
CETH He SIBJIAIOTCS 6€30IIaCHBIMU.

CogeTsl 110 6e301acHOCTH PabOTHI B 0O0IIEIOCTYITHBIX ceTsax Wi-Fi:

1. He nmepenaBaii cBor JIMuHyI0 HHQOpMaIuio uepes ob1eoctymnabie Wi-Fi cetu. PaboTas B HUX,
JKeJIaTeJIbHO He BBOJUTD MTAPOJIH JJOCTYTIA, JIOTHHBI U KaKHe-TO HOMEPa;

2. Mcrosnb3yi 1 0OHOBJISAH aHTUBUPYCHBIE IPOTPaMMBbI U OpaHiMayep. TeM caMbIM ThI
obe3omacuIrb cebsi OT 3aKaYKH BUPYcCa Ha TBOE YCTPOUCTBO;

3. [Ipu ucnoss3oBanum Wi-Fi otknoun dyukmnumio "O6muii 7oCcTyT K ¢daiiyiaMm 1 IpuHTeEpaMm ' .
JlanHas GyHKIUSA 3aKPbhITA [0 YMOJTYAHHUIO, OJHAKO HEKOTOPBIE IT0JIb30BATEN aKTUBUPYIOT €€
JULs1 yIoOCTBA HCIIOJIb30BAaHU B paboTe min yJebe;

4. He ucnosnbayit myomuunasiii WI-FI 11s1 mepejaun JIMIHBIX TaHHBIX, HATPUMED TSI BBIXO/A B
COITMAJIPHBIE CETU WJIH B 3JIEKTPOHHYIO IIOUTY;

5. Mcionb3y# TosTbKO 3amuineHHoe coenuHenne yepe3 HTTPS, a ae HTTP, 1.e. mpu Habope Be6-
azpeca BBogu uMeHHO "https://";

6. B mo6wisHOM Tenedone otritoun ¢yHkiuio "I[loaknouenne k Wi-Fi apTomatuuecku'. He
JIOITyCKali aBTOMaTHY€ECKOTO ITOAKIIOUEeHUs yeTpolicTBa K ceTssM Wi-Fi 6e3 TBoero corjiacusi.
ConuajbHbIE CETH



CoumasibHble ceTU aKTUBHO BXO/IAT B HAIILy KU3Hb, MHOTHE JIIOAU pabOTAIOT U KUBYT TaM
IIOCTOSTHHO, a B Facebook y»ke 3apeructpupoBad MULIHAP/, Y€JI0BEK, YTO SABJIAETCS OTHOMH
ceIbMOM BceX JKUTeJIel m1aHeTsl. MHOTHe IT0JIb30BaTesN He IOHUMAIOT, YTO HH(popMaIus,
pa3MelleHHas UMY B COITUAJIPHBIX CETSIX, MOXKET ObITh Hal/IeHa ¥ UCIIOJIb30BaHAa KEM yTOTHO, B
TOM YHcJIe He 005A3aTeIbHO ¢ 6JIaruMU HaMepeHUSIMH.

OCHOBHBIE COBETHI 110 6€30TIaCHOCTH B COIUATBHBIX CETSX:

1. OrpaHUYb CIIUCOK APY3el. Y Tebs B IPY3bAX HE JOIKHO OBITh CIyYaWHBIX M HE3HAKOMBIX
JII0Jel;

2. 3amumai cBo YacTHYIO *KU3Hb. He ykaspiBaii mapoJsiu, TesedoHbl, ajipeca, 1aTy TBOETO
POXKAEHUSA U APYTYIO JIMIHYI0 HHDOPMAIIUIO. 3JI0YMBIIIIJIEHHUKHA MOTYT UCIIOJIb30BATh JIAJKe
WHOOPMAIHIO O TOM, KaK Thl ¥ TBOU POJUTEJIH IJITAHUPYETE ITPOBECTH KAHUKYJIbI;

3. 3amnuinai CcBo0 peryTaIuio - IEP>KU ee B UUCTOTE U 33/1aBail cebe BOIpoc: XOTe ObI ThI,
YTOOBI PyTHE TI0JIb30BATEN BUIEJIH, UTO ThI 3arpyKkaemb? [1oymaii, mpex/ie 4eM 4YTO-TO
OMy0JIMKOBaTh, HAIIMCATh U 3aTPY3UTh;

4. Ecoia ThI TOBOPHIIIB C JIIOJIbMU, KOTOPBIX HE 3HAEIIIb, HE UCIIOJIb3YH CBOE PeaslbHOE UMS U
ZIPYTYIO JIUYHYI0 HHGOPMAIUH: UM, MECTO KUTEJIHCTBA, MECTO YIeObI U ITPOYEE;

5. N3beraii pazmernienust pororpaduii B IHTEpHETE, I/ie Th H300paskeH Ha MECTHOCTH, TI0
KOTOPOU MOKHO OIPEZIEJIUTH TBOE MECTOIOJIOKEHHE;

6. [Ipu peructpanuu B COMUAIBHON CETH HEOOXOTMMO UCIIOIb30BATh CJIOKHBIE MTAPOJIH,
cocrosimue u3 OyKB U ITUQP U C KOJIMYECTBOM 3HAKOB He MeHee 8; . JJ1A coIuaybHOM CeTH,
MIOYTHI U IPYTUX CAUTOB HEOOXOIMMO UCII0JIb30BaTh pa3Hble maposiu. Torga eciu Tebst
B3JIOMAIOT, TO 3JI0YMBIIIEHHUKH MOJIy4aT IOCTYH TOJIBKO K OJJTHOMY MeCTy, a He BO Bce Cpasy.
AJIeKTPOHHBIE IE€HBTU

DJIeKTPOHHBIE IEHbI'H - 3TO 0YeHb YIOOHBIH CII0co0 IIaTekel, OHAKO CYIeCTBYIOT
MOIIIEHHUKHU, KOTOPBIE XOTAT MOJIyYUTh STH JIEHBIH.

DJIeKTPOHHBIE JIEHbI'H TIOSIBUJIUCH COBCEM HEJaBHO U UMEHHO M3-3a 3TOTO BO MHOTHX
rocy/IapCcTBax JI0 CUX IMOP He MPOIKUCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU QYHKIIMOHUPYIOT U O HUX y3Ke IIPOIMCAHO B 3aKOHE, T7le UX Pa3ZesIAoT Ha
HECKOJIPKO BUJIOB - aHOHUMHBIE U He aHOHUMHbIE. Pa3HHUIIA B TOM, UTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcs MPOBOAUTD onlepanuu 6e3 uaeHTUOUKAINU T0JIb30BaTeNs, a B
HEeaHOHUMHBIX UZIeHTHU(UKAIIUS IT0JIb30BaTeJIA ABJISIETCSA 00s13aTeTbHOM.

Takoke ciie/lyer pa3invaTh 3JIEKTPOHHBIE (PUATHBIE IEHBI'H (PaBHBI TOCYAPCTBEHHBIM BATIOTAM)
U 3JIEKTPOHHBIE He(pUaTHBIE JIeHbI'M (He paBHBI TOCYAaPCTBEHHBIM BATIOTaM).

OcHOBHBIE COBETHI 10 6€30TaCHOM PaboTe C 3JIEKTPOHHBIMU JIEHbI'aMH:

1. [IpuBskU K cueTy MOOMIIBHBIH TeeOH. ITO caMbli YI0OHBIN U OBICTPBIH CIIOCO0
BOCCTAaHOBUTH JIOCTYT K cueTy. [IpuBs3aHHbBIN TeieOH TOMOKET, ecyIv 3a0y/elb CBOU
IUIaTeXKHBIN MapOJIb WIN 3ali/lelllb HA CAaUT ¢ He3HAKOMOT'O YCTPOMCTBA;

2. Micnosib3y# omHOpa30BkIe maposu. Ilocse nepexosa Ha YCUIIEHHYIO aBTOPU3AIIHIO TeOe yKe He
OyZeT yrposkaTh OIMaCHOCTb KPaKU WJIM IePeXBaTa IUIATEKHOTO MapOoJIs;

3. Beibepu cito2xHBIHN mapoJib. [IpecTymHUKaM Oy/ieT He IIPOCTO yraZiaTh CJA0KHBIN MTapOJib.
HanexxHble mapoJsIu - 3TO MapoJIu, KOTOPhIE COZIEPIKAT He MeHee 8 3HAKOB U BKJIIOUAIOT B ce0s
CTPOYHBIE U MTPOITUCHBIE OYKBBI, ITU(PHI K HECKOJIBKO CHUMBOJIOB, TAKHAE KaK 3HAK J0JIapa,
dyHTa, BOCK/IIMIIaTeIBbHBIN 3HAK U T.11. Hampumep, $tRong!;;

4. He BBOM CBOM JIMUHBIE TaHHBIE HA CAalTaX, KOTOPBIM HE JIOBEPSIEIITb.

JJIeKTPOHHAA MMoYTa

AJIeKTPOHHAS TI0YUTA - 3TO TEXHOJIOTHSA U MPEIOCTABJIsIEMbIE €10 YCIIYTH 10 ITEPEChUIKE U
TIOJIyYEHUIO SJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIIPE/IEIAIOTCA B KOMIIBIOTEPHOU CETH.
OOBIYHO AJIEKTPOHHBIN TOYTOBBIHN AMIMK BBITJISAUT CJIEAYIONIUM 00pa3oM:

UMs_II0JIb30BaTe IsI@UMs_aoMeHa. Tak:ke KpoMe nepeiladaul IPOCTOTO TEKCTA, UMEETCs
BO3MOKHOCTH Ilepe/iaBaTh (Paiiyibl.

OcHOBHBIE COBETHI IO 6€30ITaCHON PabOoTe C 3JIEKTPOHHOM MTOYTOM:

1. Hajio BeIOpaTh MpaBWIBHBIN IIOYTOBBIN CEPBUC. B MHTEpHETE €CTh OTPOMHBIN BBHIOOD
OecIIaTHBIX IIOYTOBBIX CEPBUCOB, OJJHAKO JIYYIIIE JOBEPATH TEM, KOTO 3HAENTb U KTO IEPBHIN B
peuTuHre;



2. He ykaspIBall B IMYHOU ITOYTE JIMYHYIO0 nHQopManuio. Hanpumep, jty4diie BbIOpATh
"My3bIKAJIBHBIM_(paHaT@" i "pok2013" BMecTo "Temals";

3. Mcnosb3yit ABYXOTATHYIO aBTOPU3AIIHIO. TO KOTZIa IOMUMO I1apoJisi HY>KHO BBOJIUTH KO/,
IIpUcbLIaeMbIi 110 SMS;

4. Beibepu cy103KHBIN apOoJIb. 11 KayKA0T0 TOYTOBOTO AIIHUKA OJI?KEH OBITH CBOUM HaJIE3KHBIH,
YCTOMUUBBIN K B3JIOMY [1apOJIb;

5. Ecyti ecTh BO3MO?KHOCTD HAIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIOJIB3YH 3TY
BO3MOKHOCTb;

6. Mcnosib3yil HECKOJIBKO MOUTOBBIX AITUKOB. [IepBbIi [/ YaCTHOU MTEPENMCKH C aJ[pecaTaMH,
KOTOPBIM ThI JOBEPSENTh. ITO SJIEKTPOHHBIHN a/ipec He HaJ[0 UCI0JIb30BaTh IIPH PETUCTPAIIUH HA
dopymax u canrax;

7. He oTKpBIBail (hailibl U IpyTHe BJIOKEHU B IMChMAaX, JIa’Ke eCJTU OHU IIPUIIUTH OT TBOUX
nipy3ei. Jlydlile yTOUHU Y HUX, OTIIPABJISLIIA JIK OHU TeOe 3TH (haiiisl;

8. ITocsie okoHUaHUS pabOTHI HA IOYTOBOM CEPBUCE Iepe]T 3aKPhITHEM BKJIA/IKU C CAUTOM He
3a0y/1b HOXKATh HA "BeriTi".

Ku6epOy//IMHT WJIU BUPTYaAJIbHOE NU3/1€BaTEIHCTBO

KubepOysutiHT - mpecyieioBaHue COOOIEHUAMU, COAEPIKAIIUME OCKOPOJIEHUS, arPECCUIO,
3aIyTUBaHue; XyJIUTaHCTBO; COLIAIbHOE OOMKOTHPOBAHUE C IIOMOIIBIO PA3IMYHBIX UHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI 110 60phOE ¢ KNOEPOYJITHHIOM:

1. He Gpocatics B 60#. JIydmuii crmoco0: TOCOBETOBATHCA KaK ce0s1 BECTH U, ECJIU HET TOTO, K KOMY
MO?KHO OOpPaTHUTHCS, TO BHAUaJIe YCIIOKOUTHCsA. EC/TU ThI HAUHEITh OTBEYaTh OCKOPOJIEHUAMHU HA
OCKOpPOJIEHHSI, TO TOJIBKO eIlle 00JIbIIle PA30KIKeIlbh KOH(MJIUKT;

2. Yopasisail cBoel KubeppelyTaryei;

3. AHOHUMHOCTD B ceTH MHUMas1. CyIecTBYIOT CIIOCOOBI BBIACHUTD, KTO CTOUT 32 QaHOHUMHBIM
aKKayHTOM;

4. He cTouT BecTH XyJTUTAHCKUH 00pa3 BUPTYaJIbHOU JKU3HU. VIHTEpHET GUKCUPYET BCE TBOU
JIECTBUA U COXPAHSET UX. YIAJIUTh UX OyZeT KpaiHe 3aTpyAHUTEIHHO;

5. CobJ1to/1a#1 CBOXO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupy¥ eAMHUYHBINA HeraTuB. OZJHOPa30Bble OCKOPOUTETbHBIE COOOIIEHUS JIydIlIe
UTHOPHPOBaTh. OOBIYHO arpeccus MpeKpalaeTcss Ha HaYaJIbHOU CTa/Iuu;

7. ban arpeccopa. B mporpaMmmax o6MeHa MTHOBEHHBIMU COODOIIEHUAMH, B COITUAIBHBIX CETIX
€CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKHU COODIIEHUH C OIIpe/IeJIEHHBIX aJ[PECOB;

8. Eciu ThI cBuzieTeb KubepOysinHra. TBOU AENCTBUA: BBICTYIIUTD IIPOTHUB IIpecyeoBaTes,
II0OKa3aTh €MY, YTO €TI0 JIEHCTBUS OIIEHUBAIOTCS HETATHUBHO, TIO/IJIePKaTh JKEPTBY, KOTOPOU HyKHA
IICUXOJIOTHYECKas IOMOII[b, COOOIIUTH B3POCIIBIM O (haKTe arPECCUBHOTO NTOBEJIEHUSA B CETH.
MoouabHBIN Te1ehOoH

CoBpeMeHHBIE cMapTMOHBI U IJIAHIIIETHI COAEPKAT B cebe BIIOJTHE B3POC/IbIN QYHKITMOHA, U
Ternepb OHU MOTYT KOHKYPUPOBATh CO CTAIMOHAPHBIMU KOMITbIOTEPaMu. OHAKO, CPEZCTB
3aIUTHI JJIs1 IOJJOOHBIX YCTPOMCTB ITOKA OYeHb MaJsio. TecTupoBaHUe U IMMOUCK YS3BUMOCTEN B HUX
MIPOUCXOUT He TaK UHTEHCUBHO, Kak 71 [1K, To ke camoe Kacaercs 1 MOOUIJIbHBIX
IIPUIOKEHUH.

CoBpemeHHBbIE MOOMTBHBIE Opay3€ephl yKe MPAKTHYECKH JIOTHAIA HACTOJIbHBIE aHAJIOTH, OTHAKO
paciiupenye (pyHKIFOHAJIA BjIeUeT 3a COOOH OOJIBIIYIO CJIOKHOCTD U MEHBIIIYIO 3aIUIIEHHOCTb.
Jlasieko He Bce TPOU3BOIUTEIH BBIITYCKAIOT OOHOBJIEHU S, 3aKPHIBAIOIIIE KDUTHIECKHE
ySI3BUMOCTH JIJISI CBOUX YCTPOUCTB.

OCHOBHBIE COBETHI JI/1s1 0€30IMaCHOCTH MOOMJIBHOTO TesiedoHa:

Hwuyero He siBJIsieTCs MO-HACTOSIIEMY OeCIIaTHBIM. By/ib 0OCTOpOKeH, BeIb KOT/Ia Tebe
IIpe/yIaraloT OecrIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO IIJIaTHBIE YCIIYTH;
Jymaii, mpexzie uem otrpaButb SMS, doto wiu Buseo. Thl TOYHO 3HAEITD, TII€ OHU OY/IyT B
KOHEYHOM HUTOTre?

Heo6x0/111M0 0OHOBJISTH OIIEPAIMOHHYIO CHCTEMY TBOET'0 CMapT(OHA;

Hcnosnb3yil aHTUBUPYCHBIE TPOTPAMMBbI 711 MOOMJIBHBIX Te1e(OHOB,;

He 3arpy:xaii mpuIoKeHNsI OT HEM3BECTHOTO UCTOYHUKA, BEJ[b OHU MOTYT COZIEPKATh
BPE/IOHOCHOE IPOTPaMMHOe 00ecrieyeHue;



ITocsie TOro Kak ThI BBIMENID C CAWTa, I7ie BBOJIWII JINYHYI0 HHOPMAIIUIO, 3211 B HACTPOUKHN
Opaysepa u yaaim cookies;

[Tepuonuecku MpoBepsi, KaKue IJIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBO1 HOMEP MOOHJILHOTO TesiepOHA TOJIBKO JIF/ISIM, KOTOPBIX ThI 3HAEIIH K KOMY
JIOBepsielllb;

Bluetooth mosxen ObITH BHIKIIOUEH, KOT/IA ThI UM He MOJIb3yenibesi. He 3a0bIBaii MHOTIA
IIPOBEPATH 3TO.

Online-urps1

CoBpeMeHHbIE OHJIATH-UTPHI - 3TO KPACOYHbIE, 3aXBAThIBAIOIINE Pa3BJIeueHs, 00beIUHAIOIE
COTHH THICAY UeJIOBEK 110 BceMy MUpY. VITPOKH UCCIIEIyIOT JAHHBIA UM MUP, OOIIAIOTCA APYT ¢
JIPYTOM, BBITIOJTHSIOT 33/IaHUS, CPAYKAIOTCS ¢ MOHCTPAMH | IIOJIyYaloT OIBIT. 3a Y0BOJILCTBUE
OHHU IUJIATAT: MMOKYNAIOT AUCK, OTJIAYMBAIOT a00OHEMEHT WJIN IPHOOPETAIOT KaKUe-TO OIIIUH.
Bce aTu cpencTBa uAyT Ha MOJI/IepKaHNe U Pa3BUTHE UTPHI, a TAKKe HA caMy 0e30I1acHOCTb:
COBEPIIIEHCTBYIOTCS CUCTEMbBI aBTOPHU3AIINH, BBIITYCKAIOTCA HOBBIE MAaTYH (I POBbIE 3aIJIaTKU
JUISI IIPOTPAaMM ), 3aKPBIBAIOTCS YSI3BUMOCTHU CEPBEPOB.

B mo06HBIX UTPaxX CTOUT OIMACATHCA HE CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KPa*KH TBOETO
11apoJisi, HA KOTOPOM OCHOBaHAa CHUCTEMAa aBTOPHU3AIlUH OOJIBITMHCTBA UTP.

OcCHOBHBIE COBETHI 110 6€30TIaCHOCTH TBOETO UTPOBOTO aKKAYHTA:

1. Ecyti ipyro#t urpok BezieT cebsi II0X0 HIH co3/aeT Tebe HEMPUSITHOCTH, 3a0JIOKHUPYH ero B
CIIMICKE UTPOKOB;

2. [Toxkasyiicsa aIMUHUCTPATOPAM UTPHI HA IJIOX0€ TOBEJEHHE 3TOT0 UTPOKA, JKeJIaTeJIbHO
IIPUIOKUTD KaKHe-TO JJOKA3aTeJIbCTBA B BUJIE CKPUHOB;

3. He ykaspiBail 1nuHyt0 nHOpMaIuio B mpodaiijie urpsl;

4. YBajkall Ipyrux y4aCTHUKOB II0 UTPE;

5. He ycranaBiuBaii HeouIiiuajibHble IAaTIYU U MOJIbI;

6. Mcriosib3y CJIOKHBIE M PA3HBIE ITAPOJIH;

7. Jla’ke BO BpeMs UTPBI HE CTOUT OTKJIIOYATh aHTUBUPYC. II0Ka ThI UTPaellb, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

QUIIUHT I KPaka JIMIHBIX JaHHBIX

OOBIYHOM Kpakel JIeHeT U IOKYMEHTOB CETO/IHSA y>Ke HUKOTO He YIUBUIIb, HO C PAa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3JI0yMBIIIIJIEHHUKHU ITIEPEMECTHIUCH B UHTEPHET, U MPO0JIKAIOT
3aHHUMAaThCA "JIIOOMMBIM " JIEJIOM.

Tak mosiBUIach HOBasi yrpo3a: MHTEPHET-MOIIIeHHUYeCTBa WU (DUIITUHT, TJIaBHASA 11eJIb KOTOPOT'O
COCTOUT B MOJIyUeHUH KOH(PUAEHITNATHHBIX JaHHBIX I10JIb30BaTesIEN - IOTUHOB U mapoJieil. Ha
aHruiickoM s3bike phishing unraercsa kak ¢pumusr (ot fishing - pei6ras o, password -
1apoJib).

OcHOBHBIE COBETHI 110 6OPHOE ¢ QUITUHTOM:

1. Citeiu 3a cBOMM aKkayHTOM. Ecytu ThI 1TO103peBaelilb, UYTO TBOSI aHKeTa Oblia B3JIOMaHa, TO
HeoOX0IMMO 3a0JIOKMPOBATH €€ M COOOIIUTH a/IMUHUCTPATOPaM pecypca 06 3TOM KaK MOKHO
cKopee;

2. Mcnonp3yit 6e30macHble BeO-CalThl, B TOM YHCJIe, THTEPHET-Mara3uHoB U MIONCKOBBIX CHCTEM;
3. Mcnosib3yii ciioKHbIE U pa3Hble aposiu. Takum 06pa3oM, ecytu Tebsl B3JIOMAIOT, TO
3JIOYMBINJIEHHUKH IIOJIyYaT JOCTYT TOJIBKO K OHOMY TBOEMY IPO(]IIIO B CETH, a HE KO BCEM;
4. Ecoiu Te6s1 B3710MAaUTH, TO HEOOXOAUMO TIPEAYIIPEIUTH BCEX CBOUX 3HAKOMBIX, KOTOpPbIE
JlobaBJyIeHbI y T€OA B IPY3bAX, O TOM, UYTO TeOsI B3JIOMAJIA M, BO3MOXKHO, OT TBOET'O UMEHH Oy/1eT
pacchUIaThCA CIIaM U CChUIKU Ha (DUIITUHTOBBIE CAWTHI;

5. YcraHoBU HaziexkHbIU maposb (PIN) Ha MOOMIIBHBIN TestedoH;

6. OTKJIFOYH cCOXpaHEHHe IapoJisi B Opaysepe;

7. He oTKpBIBail (haiiyibl U IpyTHE BJIOKEHUS B TUChMaX, /IasKe €CJTU OHU IIPUIIUTH OT TBOUX
Jipy3eii. JIydlille yTOYHH Y HUX, OTIIPABJISIN JIU OHU Tebe 3TU (aiiiibl.

IIndpoBasa penmyranusa

[Mudposas permyrarus - 5TO HETaTUBHAsA WU O3UTHUBHAs HHGOPMAIUS B CETH O Tebe.
Komnpomerupyromas nadopmarius, pa3MellleHHas B UHTEPHETE, MOXKeT CePhe3HbIM 00pa3oM
OTPa3UThCA HAa TBOEH peasibHOM kU3HU. "1[udpoBas pemyrarus” - 3T0 TBOH UMUK, KOTOPBIU
dopmupyercs n3 nHpopmanuu o Tebe B MHTEPHETE.



TBOE MeCTO KUTEJIbCTBA, yueObl, TBOe (PUHAHCOBOE M0JIOKEeHNE, 0COOEHHOCTU XapaKTepa U
pacckasbl 0 OJIM3KUX - BCe 9TO HAKATIMBAETCA B CETH.

MHorue MoJIpOCTKU JIETKOMBICJIEHHO OTHOCATCSA K MyOJIMKALNU JUYHOU HHOpMAINH B
VHTepHeTe, HE TOHUMAasA BO3MOXKHBIX ITOC/IEICTBUH. ThI 1aske He CMOKEIIb I0TaIaThCs O TOM,
uyro ¢oTtorpadus, pazMelleHHas 5 JET Ha3aJl, CTajla IPUYNHON O0TKa3a IPUHATH TeOs Ha paboTy.
KomMmenTapuu, pa3meleHue TBoux pororpaduil U Apyrue eUcTBUs MOTYT HE UCUE3HYTh JlaKe
IIOCJIE TOTO, KaK ThI UX yJAIHUIIb. Thl HE 3HAEITb, KTO COXPAaHUJI 3Ty UH(POPMAaIHIO, Ionaja Ju
OHA B ITOMCKOBBIE CHCTEMBI M COXPAHMJIACH JIM OHA, a TJIABHOE: UTO MOAYMAIoT O Tebe
OKpY’KalolllHe JII0/IN, KOTOPble HAUIYT U YBUAAT 3T0. HaliTu nHOpPMAIINIO MHOTO JIET CITyCTS
CMOZKET JIFDOOH - KaK 13 T00PHIX MOOYKAEHHU, TaK U C HAMEPEHUEM IIPUUYNHUTD BPEJT. ITO MOKET
OBITH KTO YTOJTHO.

OcHOBHBIE COBETHI I10 3aIUTE MUPPOBON peryTaluu:

1. ITogymaii, mpexze ueM 9To-TO ITyOJIMKOBATh U IIEPEAABaTh y cebs1 B 6J10Te WIIN B COIMATIBHON
CeTH;

2. B HacTpoiikax mpodwis yCTAaHOBH OTPAHIYEHUS HA IPOCMOTP TBOETO ITPOQUIIS U €T0
COJIEP>KUMOTO, C/IeJIal er0 TOJIBKO "I Apy3er';

3. He pasmemaii u He yka3piBall ”HPOPMAIIUIO, KOTOPAsk MOXKET KOT0-JTM00 OCKOPOJIATH WIIH
OOMIKaTh.

ABTOpCKOE IIpaBo

CoBpeMeHHBIE ITKOJIBHUKY - aKTHBHBIE TI0JIb30BaTEIN (P POBOro mpocTpaHcTBa. OgHAKO
JlaJIEKO HE BCE 3HAIOT, YTO I10JIb30BAaHUE MHOTUMU BO3MOKHOCTAMU HUPPOBOro Mupa Tpebyer
cO0OJTIOIEHNSA TTPAB HA NHTEJIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "WHTEIEKTyaIbHAsi COOCTBEHHOCTD' OTHOCUTCS K PA3JTUUYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAUMHASA C HOBBIX N300pETEHN 1 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha IPOAYKTHI ¥ YCJIYTH, M 3aKaHUYMBasA KHUTamMu, pororpadpusamMu, KHHOPUIbMaMU U
MY3bIKJIbHBIMH IIPOU3BEAEHUSIMU.

ABTOpCKUE IIpaBa - 3TO IPaBa HA UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTh Ha ITPOM3BE/IEHUS HAYKU,
JINTEPATYPHI U UCKyCCTBA. ABTOPCKHE ITPaBa BBICTYIIAIOT B KAYECTBE TapDAHTHHU TOTO, YTO
WHTEJUJIEKTYaTbHBIN / TBOPUECKUH TP/l aBTOPA He OyZIeT HAIIPaCHBIM, ZIaCT EMY CIIPaBeZINBbIE
BO3MOXKHOCTHU 3apaboTaTh Ha pe3yJIbTaTax CBOETO TPY/a, MOJIyYUTh U3BECTHOCTH U IIPU3HAHUE.
HuxTo 6e3 pa3pelieHus aBTopa He MOXKET BOCITPOU3BO/IUTH €T0 IIPOU3BEIEHHE, PACIIPOCTPAHATD,
yOJIMYHO JEMOHCTPUPOBATH, IPOIaBaTh, HMIIOPTUPOBATh, IIyCKATh B IPOKAT, ITyOJIMIHO
WCIIOJTHATD, TIOKa3bIBAaTh/MCIIOTHATD B 3dUpe UiIn pa3Merath B IHTepHETE.

Hcnosnp3oBanue "MUPaTCKOro" MporpaMMHOT0 00ecrieueHus MOKET PUBECTH K MHOTUM
pHCKaM: OT IIOTEPU JAHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKH TBOETO YCTPOUCTBA, T/Ie
yCTaHOBJIEHA HeJIeTayibHAsI TporpaMMa. He cTOUT Takke 3a0bIBaTh, UTO CYIIECTBYIOT JIETAJIbHBIE
1 OecruiaTHBIE TPOTPAMMBbI, KOTOPbIE MOXKHO HANTHU B CETH.

O nmopraJse

CeTeBUUOK.pP® - TBOU IJIaBHBIN COBETYUK B CETU. 371€Ch ThI MOKEIIIb Y3HATH O 0€301IaCHOCTH B
CETH MOHATHBIM U JIOCTYITHBIM SI3bIKOM, a IIPY BOBHUKHOBEHUU KPUTUUECKON CUTYaIlU
00paTHUTHCSA 3a COBETOM. A TaK’Ke MIPUHATH yUYacTHe B KOHKYpPCaxX U CTaTh CAMBIM I POBHIM
rpakJaHuHOM!



